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Introduction

These release notes provide clarifications and explanations for the Device Class Interface Programmer’s References Revision 3.40. Rather than updating the Device Class Interface specifications each time a new clarification is required, CEN established release notes should be developed that aggregates the clarifications and explanations. These release notes serve that purpose. The release notes will provide clarifications of problems reported to CEN which do not require functional changes. When a Device Class Interface Programmer’s Reference is updated for functional changes then all clarifications contained in these release notes at the current revision level for that Device Class will be incorporated into the new revision.

The clarification will be incorporated into the appropriate section copied from the affected Device Class Interface Programmer’s Reference and be printed as bold and underlined.

Generic Clarifications

No clarifications available.

Device Classes

Application Programming Interface / Service Provider Interface

Class Name

API/SPI

No clarifications available.
Printers and Scanners
Class Name

PTR
No clarifications available.
Identification Card Units

Class Name

IDC

Clarifications for WFS_CMD_IDC_EMVCLESS_CONFIGURE
Input Param
LPWFSIDCEMVCLESSCONFIGDATA lpClessConfigData;

typedef struct _wfs_idc_emvcless_config_data

{

LPWFSIDCHEXDATA

lpTerminalData;

LPWFSIDCAIDDATA

*lppAIDData;

LPWFSIDCKEYDATA

*lppKeyData;

} WFSIDCEMVCLESSCONFIGDATA, *LPWFSIDCEMVCLESSCONFIGDATA;
lpTerminalData
Specifies the BER-TLV formatted data for the terminal e.g. Terminal Type, Transaction Category Code, Merchant Name & Location etc. Any terminal based data elements referenced in the Payment Systems Specifications or EMVCo Contactless Payment Systems Specifications Books may be included (see References [2] to [14] section for more details).
Cash Dispensers

Class Name

CDM

Clarifications for WFS_INF_CDM_PRESENT_STATUS

Description
This command is used to obtain the status of the most recent attempt to dispense and/or present items to the customer transaction from a specified output position. The items may have been dispensed and/or presented as a result of the WFS_CMD_CDM_PRESENT or A customer transaction starts with a WFS_CMD_CDM_DISPENSE command and completes when the items are presented to the customer, or the transaction is cancelled by calling a command such as WFS_CMD_CDM_REJECT. A customer transaction may include multiple WFS_CMD_CDM_DISPENSE commands if the capability fwMoveItems reports WFS_CDM_TOSTACKER. Commands during the customer transaction may cause this status to change.

Other commands which can dispense items such as WFS_CMD_CDM_TEST_CASH_UNITS do not update this status. This status is not updated as a result of any other command that can dispense/present items.
This value is persistent and is valid until the next time an attempt is made to present or dispense items to the customer transaction.
Clarifications for WFS_CMD_CDM_PRESENT
Description
This command will move items to the exit position for removal by the user. If a shutter exists, then it will be implicitly controlled during the present operation, even if the bShutterControl capability is set to FALSE. The shutter will be closed when the user removes the items or the items are retracted. If lpfwPosition points to WFS_CDM_POSNULL the position set in the WFS_CMD_CDM_DISPENSE command which caused these items to be dispensed will be used.
In the case where the shutter is unlocked but deliberately held shut, if the items could have been in customer access then a WFS_ERR_CDM_PRERRORITEMS error code will be returned.

When this command successfully completes the items are in customer access.

Personal Identification Number Keypads (PIN Pads) 

Class Name

PIN

Clarifications for Section 3. References

Added reference:

	52. PCI PIN Transaction Security (PTS) Point of Interaction (POI) version 6.1


Clarifications for WFS_INF_PIN_CAPABILITIES

Output Param
…

fwKeyCheckModes
Specifies the key check modes that are supported to check the correctness of an imported key value. The modes available for each key may depend on security requirements of the algorithm (for example, see [Ref. 52]). The encryption algorithm used (i.e. DES, 3DES, AES, SM4) and use is determined by the type algorithm of the key being checked and security requirements. If the key size is larger than the algorithm block size, then only the first block will be used. It can be a combination of the following flags:

Value
Meaning

WFS_PIN_KCVSELF
The key check value (KCV) is created by an encryption of the key with itself. For the description refer to the WFS_PIN_KCVSELF literal description in dwCryptoMethod.
WFS_PIN_KCVZERO
The key check value (KCV) is created by encrypting a zero value with the key.
Clarifications for WFS_CMD_PIN_GET_DATA
Description
This function is used to return keystrokes entered by the user. It will automatically set the PIN pad to echo characters on the display if there is a display. For each keystroke an execute notification event WFS_EXEE_PIN_KEY is sent in order to allow an application to perform the appropriate display action (i.e. when the PIN pad has no integrated display).

The WFS_EXEE_PIN_ENTERDATA event will be generated when the PIN pad is ready for the user to start entering data.

When the maximum number of digits is entered and the flag bAutoEnd is true, or a terminate key is pressed after the minimum number of digits is entered, the command completes. If the <Cancel> key is a terminator key and is pressed, the command will complete successfully even if the minimum number of digits has not been entered.

Terminating FDKs can have the functionality of <Enter> (terminates only if minimum length has been reached) or <Cancel> (can terminate before minimum length is reached). The configuration of this functionality is vendor specific.

Clarifications for WFS_CMD_PIN_RESET

Description
Sends a service reset to the Service Provider. This command may trigger a self-test, for example, initializing memory, checking device state, etc. For the details of any self-test performed, vendor specific documentation may have to be consulted.
Clarifications for WFS_CMD_PIN_GET_PINBLOCK_340
lpsKey
Specifies the key used to encrypt the formatted PIN for the first time, NULL if no encryption is required. If this specifies a double length or triple length key, triple DES encryption will be performed. The key referenced by lpsKey must have the WFS_PIN_USEFUNCTION or WFS_PIN_USEPINREMOTE attribute.
lpPINBlockAttributes
Pointer to a WFSPINATTRIBUTES structure. This parameter specifies the encryption algorithm, cryptographic method, and mode to be used for this command. For a list of valid values see the lppPINBlockAttributes capabilities field. For a list of valid values see the lppCryptAttributes capability field. The values specified must be compatible with the key identified by lpsKey.
Check Reader/Scanner

Class Name

CHK

No clarifications available.
Depository Unit

Class Name

DEP

No clarifications available.
Text Terminal Unit

Class Name

TTU

No clarifications available.
Sensors and Indicators Units

Class Name

SIU
Clarifications for C - Header File
/* SIU Command Verbs */

#define     WFS_CMD_SIU_ENABLE_EVENTS           (SIU_SERVICE_OFFSET + 1)

#define     WFS_CMD_SIU_SET_PORTS               (SIU_SERVICE_OFFSET + 2)

#define     WFS_CMD_SIU_SET_DOOR                (SIU_SERVICE_OFFSET + 3)

#define     WFS_CMD_SIU_SET_INDICATOR           (SIU_SERVICE_OFFSET + 4)

#define     WFS_CMD_SIU_SET_AUXILIARY           (SIU_SERVICE_OFFSET + 5)

#define     WFS_CMD_SIU_SET_GUIDLIGHT           (SIU_SERVICE_OFFSET + 6)

#define     WFS_CMD_SIU_RESET                   (SIU_SERVICE_OFFSET + 7)

#define     WFS_CMD_SIU_POWER_SAVE_CONTROL      (SIU_SERVICE_OFFSET + 8)

#define     WFS_CMD_SIU_SET_AUTOSTARTUP_TIME    (SIU_SERVICE_OFFSET + 9)
#define     WFS_CMD_SIU_SYNCHRONIZE_COMMAND     (SIU_SERVICE_OFFSET + 10)

#define     WFS_CMD_SIU_SET_GUIDLIGHT_EX        (SIU_SERVICE_OFFSET + 11)

/* SIU Messages */

#define     WFS_SRVE_SIU_PORT_STATUS            (SIU_SERVICE_OFFSET + 1)

#define     WFS_EXEE_SIU_PORT_ERROR             (SIU_SERVICE_OFFSET + 2)

#define     WFS_SRVE_SIU_POWER_SAVE_CHANGE      (SIU_SERVICE_OFFSET + 3)

Vendor Dependent Mode

Class Name

VDM

No clarifications available.

Cameras

Class Name

CAM
Alarms

Class Name

ALM
No clarifications available.
Card Embossing Unit
Class Name

CEU
No clarifications available.
Cash In Module

Class Name

CIM

Clarifications for Note Classification
Notes are classified by the XFS CIM specification according to the following definitions:
1. Level 1 – Note not recognized.

2. Level 2 – Recognized counterfeit note.

3. Level 3 – Suspected counterfeit note.
4. Level 4 – Recognized note that is identified as genuine. This includes notes which are fit or unfit for recycling.
This definition allows support for legislative note handling standards that may exist in various countries and economic regions. Local requirements or device capability may dictate that notes are not classified as level 2 and level 3; the P6 string reported by WFS_INF_CIM_CAPABILITIES lpszExtra reports whether notes are classified into all 4 levels and whether level 2 or 3 notes can be returned to the customer.
The above classification levels can be used to support note handling functionality which includes:

1. The ability to remove counterfeit notes from circulation.

2. Reporting of recognized, counterfeit and suspected counterfeit notes.

3. Creating and reporting of note signatures in order to allow back-tracing of notes.
A note’s classification can be changed based on the note’s serial number, currency and value by specifying a blacklist or classification list. A blacklist reclassifies a matching note as level 2, whereas a classification list can be used to re-classify a matching note to a lower level, including classifying a genuine note as unfit for dispensing. Once reclassified, the note will be automatically handled according to the local country specific note handling standard or legislation for the note’s new note classification, including any level 2 or 3 note retention rules. Any reclassification will result in the normal events and behavior, for example a WFS_EXEE_CIM_INFO_AVAILABLE event will reflect the note’s reclassification. Reclassification can be used to make dynamic changes to note handling procedures without a software upgrade, enabling functionality such as taking older notes out of circulation or handling of counterfeit notes on a local basis. Note that if reclassification of an item is performed after a command which generates a WFS_EXEE_CIM_INFO_AVAILABLE or WFS_EXEE_CIM_INPUT_P6, it has no impact on the content of the note information; the note’s classification remains what it was reported when the note was classified.
Clarifications for WFS_INF_CIM_CAPABILITIES
fwExchangeType
Specifies the type of cash unit exchange operations supported by the CIM. Values are a combination of the following flags:

Value
Meaning

WFS_CIM_EXBYHAND
The CIM supports manual replenishment either by emptying the cash unit by hand or by replacing the cash unit.

WFS_CIM_EXTOCASSETTES
The CIM supports moving items from the bill cash units to the replenishment cash unit to the bill cash units.

WFS_CIM_CLEARRECYCLER
The CIM supports the emptying of recycle cash units.

WFS_CIM_DEPOSITINTO
The CIM supports moving items from the deposit entrance to the bill cash units.
Clarifications for WFS_INF_CIM_GET_P6_INFO
Description
This command is used to get information about the number of level 2 / level 3 notes detected and the number of level 2 / level 3 signatures created. The level 2 / level 3 information is available from the point where the WFS_EXEE_CIM_INPUT_P6 (or WFS_EXEE_CDM_INPUT_P6) event is generated until one of the following CIM commands is executed:

WFS_CMD_CIM_CASH_IN_START, WFS_CMD_CIM_CASH_IN, WFS_CMD_CIM_CASH_IN_ROLLBACK, WFS_CMD_CIM_CASH_IN_END, WFS_CMD_CIM_RETRACT, WFS_CMD_CIM_RESET, WFS_CMD_CIM_START_EXCHANGE, WFS_CMD_CIM_END_EXCHANGE, WFS_CMD_CIM_CREATE_P6_SIGNATURE, WFS_CMD_CIM_REPLENISH, WFS_CMD_CIM_CASH_UNIT_COUNT, WFS_CMD_CIM_DEPLETE.
Clarifications for WFS_INF_CIM_GET_P6_SIGNATURE

Description
This command is used to get one specific signature. Signatures are available from the point where the WFS_EXEE_CIM_INPUT_P6 (or WFS_EXEE_CDM_INPUT_P6) event is generated until one of the following CIM commands is executed:

WFS_CMD_CIM_CASH_IN_START, WFS_CMD_CIM_CASH_IN, WFS_CMD_CIM_CASH_IN_ROLLBACK, WFS_CMD_CIM_CASH_IN_END, WFS_CMD_CIM_RETRACT, WFS_CMD_CIM_RESET, WFS_CMD_CIM_START_EXCHANGE, WFS_CMD_CIM_END_EXCHANGE, WFS_CMD_CIM_CREATE_P6_SIGNATURE, WFS_CMD_CIM_REPLENISH, WFS_CMD_CIM_CASH_UNIT_COUNT, WFS_CMD_CIM_DEPLETE.
Clarifications for WFS_INF_CIM_GET_ITEM_INFO

Description
This command is used to get information about a single detected item. This information is available from the point where the first WFS_EXEE_CIM_INFO_AVAILABLE event is generated until one of the following CIM commands is executed:

WFS_CMD_CIM_CASH_IN_START, WFS_CMD_CIM_CASH_IN, WFS_CMD_CIM_CASH_IN_ROLLBACK, WFS_CMD_CIM_CASH_IN_END, WFS_CMD_CIM_RETRACT, WFS_CMD_CIM_RESET, WFS_CMD_CIM_START_EXCHANGE, WFS_CMD_CIM_END_EXCHANGE, WFS_CMD_CIM_CREATE_P6_SIGNATURE, WFS_CMD_CIM_REPLENISH, WFS_CMD_CIM_CASH_UNIT_COUNT, WFS_CMD_CIM_DEPLETE.

_INPUT_P6) event is generated until one of the following CIM commands is executed:

Clarifications for WFS_INF_CIM_GET_ALL_ITEMS_INFO

Description
This command can be used to retrieve all item information available for all levels at once by specifying WFS_CIM_LEVEL_ALL in the usLevel parameter. Or this command can be used to retrieve all information for a particular level of banknote. This information is available from the point where the first WFS_EXEE_CIM_INFO_AVAILABLE event is generated until one of the following CIM commands is executed:
WFS_CMD_CIM_CASH_IN_START, WFS_CMD_CIM_CASH_IN, WFS_CMD_CIM_CASH_IN_ROLLBACK, WFS_CMD_CIM_CASH_IN_END, WFS_CMD_CIM_RETRACT, WFS_CMD_CIM_RESET, WFS_CMD_CIM_START_EXCHANGE, WFS_CMD_CIM_END_EXCHANGE, WFS_CMD_CIM_CREATE_P6_SIGNATURE, WFS_CMD_CIM_REPLENISH, WFS_CMD_CIM_CASH_UNIT_COUNT, WFS_CMD_CIM_DEPLETE.

Clarifications for WFS_CMD_CIM_START_EXCHANGE
fwExchangeType
Specifies the type of the cash unit exchange operation. This field should be set to one of the following values:

Value
Meaning

WFS_CIM_EXBYHAND
The cash units will be replenished manually either by filling or emptying the cash unit by hand or by replacing the cash unit.

WFS_CIM_EXTOCASSETTES
Items will be moved from the replenishment container to the bill cash units. Items will be moved from the bill cash units to the replenishment container. On a cash recycler, the CDM interface should be used to move items from a replenishment container.

WFS_CIM_CLEARRECYCLER
Items will be moved from a recycle cash unit to a cash unit or output position.

WFS_CIM_DEPOSITINTO
Items will be moved from the deposit entrance to the bill cash units. See section 8.16 for an example flow.
Clarifications for WFS_CMD_CIM_OPENSHUTTER

Events
In addition to the generic events defined in [Ref. 1], the following events can be generated as a result of this command:

Value
Meaning

WFS_SRVE_CIM_ITEMSTAKEN
The items have been removed by the user. This event is only generated if the bItemsTakenSensor field returned in the capabilities information is TRUE.

WFS_SRVE_CIM_ITEMSINSERTED
Items have been inserted by the user.

WFS_SRVE_CIM_SHUTTERSTATUSCHANGED
The shutter status has changed.

WFS_SRVE_CIM_ITEMSPRESENTED
Items have been presented to the user to be taken.
Clarifications for WFS_CMD_CIM_REPLENISH
Events
In addition to the generic events defined in [Ref. 1], the following events can be generated by this command:

Value
Meaning

WFS_USRE_CIM_CASHUNITTHRESHOLD
A threshold condition has occurred in one of the cash units.

WFS_EXEE_CIM_CASHUNITERROR
A problem occurred with a cash unit.

WFS_EXEE_CIM_NOTEERROR
An item detection error has occurred.

WFS_EXEE_CIM_INPUT_P6
Level 2 and / or level 3 notes are detected during this operation.

WFS_EXEE_CIM_INFO_AVAILABLE
Information is available for items detected during the cash processing operation.

WFS_EXEE_CIM_INCOMPLETEREPLENISH
If this command fails with an error code (not WFS_SUCCESS) but some items have been moved, then the details will be reported with this event. This event can only occur once per command.
Clarifications for WFS_CMD_CIM_DEPLETE

Events
In addition to the generic events defined in [Ref. 1], the following events can be generated by this command:

Value
Meaning

WFS_USRE_CIM_CASHUNITTHRESHOLD
A threshold condition has occurred in one of the cash units.

WFS_EXEE_CIM_CASHUNITERROR
A problem occurred with a cash unit.

WFS_EXEE_CIM_NOTEERROR
An item detection error has occurred.

WFS_EXEE_CIM_INPUT_P6
Level 2 and / or level 3 notes are detected during this operation.

WFS_EXEE_CIM_INFO_AVAILABLE
Information is available for items detected during the cash processing operation.

WFS_EXEE_CIM_INCOMPLETEDEPLETE
If this command fails with an error code (not WFS_SUCCESS) but some items have been moved, then the details will be reported with this event. This event can only occur once per command.

Clarifications for WFS_SRVE_CIM_ITEMSTAKEN
Description
This service event specifies that items presented to the user have been taken. This event may be generated at any time.

Clarifications for Mixed Media Cancellation by Customer
The following table describes the flow of a Mixed Media transaction where the customer wants all the items to be returned. In this case the returned items must be explicitly presented by the application.

This flow covers the following cases:

· bItemsInsertedSensor == TRUE, bItemsTakenSensor == TRUE

· bCompound == TRUE, wMixedMode == WFS_CIM_IPMMIXEDMEDIA

· WFSCIMPOSCAPS.bPresentControl == FALSE
	Step
	Customer/ Application
	CIM Commands and Events
	IPM Commands and Events

	1.-12.
	As per Mixed Media OK Transaction.
	
	


Clarifications for Mixed Media Cancellation by Customer on Cash Part Only
The following table describes the flow of a Mixed Media transaction where the customer wants the cash items to be returned but deposit the check items. In this case the returned items are implicitly presented by the Service Provider.

This flow covers the following cases:

· bItemsInsertedSensor == TRUE, bItemsTakenSensor == TRUE

· wMixedMode == WFS_CIM_IPMMIXEDMEDIA

· WFSCIMPOSCAPS.bPresentControl == TRUE
	Step
	Customer/ Application
	CIM Commands and Events
	IPM Commands and Events

	1.-12.
	As per Mixed Media OK transaction
	
	


Clarifications for Mixed Media Multiple Refused Items
The following table describes the flow of a Mixed Media transaction where items are rejected during the transaction. Additionally, the number of items refused may be greater than the number of items that can be presented at the output position. In this case the returned items must be explicitly presented by the application.

This flow covers the following cases:

· bShutterControl == TRUE, bItemsInsertedSensor == TRUE, bItemsTakenSensor == TRUE

· bCompound == TRUE, wMixedMode == WFS_CIM_IPMMIXEDMEDIA

· WFSCIMPOSCAPS.bPresentControl == FALSE
	Step
	Application/ Customer
	CIM Commands and Events
	IPM Commands and Events

	1.
	Customer selects Mixed Media transaction.
	WFS_CMD_CIM_CASH_IN_START
	

	2.
	
	* WFS_CMD_CIM_CASH_IN initiated
(The shutter is not opened until WFS_CMD_IPM_MEDIA_IN is called.)
…

WFS_SRVE_CIM_SHUTTERSTATUSCHANGED(WFS_CIM_SHTOPEN)
	* WFS_CMD_IPM_MEDIA_IN initiated
Service Provider opens the input shutter.
…

WFS_SRVE_CIM_SHUTTERSTATUSCHANGED(WFS_CIM_SHTOPEN)

	3.
	
	WFS_EXEE_CIM_INSERTITEMS event is sent when the shutter is fully open and the device is ready to begin accepting items.
	WFS_EXEE_IPM_NOMEDIA

This event specifies that media must be inserted into the device in order for the execute command to proceed.

	4.
	Ask the customer to insert items.
	
	

	5.
	Customer inserts items.
	
	

	6.
	
	WFS_SRVE_CIM_ITEMSINSERTED
	WFS_EXEE_IPM_MEDIAINSERTED

	7.
	
	The Service Provider closes the input shutter and the device begins processing the inserted items.
…

WFS_SRVE_CIM_SHUTTERSTATUSCHANGED(WFS_CIM_SHTCLOSED)
	…

WFS_SRVE_IPM_SHUTTERSTATUS​CHANGED(WFS_IPM_SHTCLOSED)

Send one WFS_EXEE_IPM_MEDIADATA event for every check item identified.

	8.
	Items are refused.
	WFS_EXEE_CIM_INPUTREFUSE event sent with appropriate lpusReason parameter.

Items that are not bills or checks are rejected with WFS_CIM_INVALIDBILL.
	WFS_EXEE_IPM_MEDIAREFUSED

	9.
	
	* WFS_CMD_CIM_CASH_IN completes.
	* WFS_CMD_IPM_MEDIA_IN completes.

	10.
	Application chooses to return refused items now.
	* WFS_CMD_CIM_PRESENT_MEDIA initiated (No physical action may take place until the WFS_CMD_IPM_PRESENT_MEDIA command.)
	* WFS_CMD_IPM_PRESENT_MEDIA initiated

	11.
	Each bunch of items presented.
	…

WFS_SRVE_CIM_SHUTTERSTATUSCHANGED(WFS_CIM_SHTOPEN)

WFS_SRVE_CIM_ITEMSPRESENTED
	…

WFS_SRVE_IPM_SHUTTERSTATUS​CHANGED(WFS_IPM_SHTOPEN
WFS_EXEE_IPM_MEDIAPRESENTED

	12.
	All but last bunch of items taken.
	WFS_SRVE_CIM_ITEMSTAKEN
	WFS_SRVE_IPM_MEDIATAKEN

	13.
	
	* WFS_CMD_CIM_PRESENT_MEDIA completes.
	* WFS_CMD_IPM_PRESENT_MEDIA completes.

	14.
	Last bunch of items taken.
	WFS_SRVE_CIM_ITEMSTAKEN
	WFS_SRVE_IPM_MEDIATAKEN

	15.
	Transaction continues from step 123. in the Mixed Media OK transaction.
	
	


Card Dispenser

Class Name

CRD
No clarifications available.

Bar Code Reader

Class Name

BCR

No clarifications available.

Item Processing Module

Class Name

IPM

No clarifications available.
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